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With the enormous extension of various social networks, the protection of privacy has
become an important and active eld of research [9, 10]. Social networks may contain sensitive information about individuals. The usual representation of social networks is based on
graphs, where nodes correspond to individuals or other social entities and edges correspond
to relationships between entities. In many situations, the goal is to preserve some general
properties of the networks while ensuring anonymity of its entities. Anonymity of an entity
is usualy achieved by a slight modication of its features to make several entities similar and
thus undistinguishable.
A classical way to anonymize data is encryption and hashing. However, these methods
are insucient for a real protection since the malicious users can relatively easily analyze the
data and produce inferences based on prior knowledge of their target.
Several more sophisticated anonymization techniques have been proposed in the literature.
Generalization gathers records according to certain criteria in order to hide individual records.
Data perturbation consists of modifying the data without disrupting the statistical signicance
of these data. k-anonymization is also a common method where each sample of data is
considered anonymous if each record is indistinguishable from at least (k − 1) others. We refer
to Wu et al. [9] for a survey of anonymization models.
Several such models were studied from an algorithmic point of view. The problem of
checking if a graph contains an anonymous family was considered in [4]. Several algorithms
for anonymization by clustering are already known, see [1, 2] for a detailed study of various
clustering methods. The computational complexity of making a given graph k-anonymous were
studied and heuristics were proposed either through vertex/edge deletions [3, 8] or through
vertex/edge insertions [5, 6, 7]. A main task is to dene and study optimization problems
based on existing or new models of anonymization.
Generally, most of these optimization problems are NP-hard. The goal of this PhD thesis is
to identify polynomial-time solvable cases and establish exact and approximation algorithms
for solving NP-hard variants. Other approaches, as exact and approximate parameterized
algorithms, may also be considered.
The PhD candidate must have a good background in combinatorial optimization, exact
and parameterized complexity, approximation algorithms, and graph theory. This fully funded
position will take place in Paris-Dauphine University but also allow visiting stays at the
University of Portsmouth.
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